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Abstract

COVID-19 caused an abrupt shift towards remote learning, and
along with it, an increased adoption of remote, online proctoring
technology to both dissuade and identify academic dishonesty (i.e.,
cheating). This shift also came with significant discontent from
students who took to online platforms to both express their displea-
sure with remote proctoring and the methods they used for evading
monitoring methods, essentially discussing hacks to subvert the
software and cheat on exams. In this paper, we seek to understand
both the methods this online community shares for evading online
proctoring and why they do so. Through qualitative analysis of so-
cial media videos (n = 137) and comments (n = 4, 297) on YouTube
and TikTok, we find both non-technical (e.g., sticky-notes) and
deeply technical (e.g., custom virtual machines) methods of evad-
ing proctoring. The online videos, as well as the active comment
sections, provide an important window into both an (unethical)
desire to cheat but also the development of a security mindset. Many
see proctoring software as invasive surveillance technology, and
the discussion and sharing of methods to subvert it have similar
tones to that of the hacker/tinkerer communities who also seek to
share their experiences of subverting technology, for fun and profit.
We conclude with lessons for the security and privacy community
about evading online exam proctoring, as well as a conversation
about fairness and equity in proctoring design.
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1 Introduction

The use of online remote proctoring software increased as classes
moved online during the COVID-19 pandemic, and it remains in
widespread use today [13]. Remote proctoring requires test-takers
to install proprietary software to monitor both their digital activities
(e.g., mouse movements, browser activity) and physical activities
(e.g., video and microphone) to detect “cheating.”

The use of remote proctoring is controversial among students,
educators, privacy advocates, and researchers [19, 34, 36, 38, 40, 48,
52, 62, 64, 68, 76]. Concerns stem from not only the invasiveness of
the software itself, but also from its inaccuracy at detecting cheating
(i.e., its primary purpose) and its propensity for bias; e.g., remote
proctoring systems disproportionately falsely accuse people with
darker skin tones [43].

This paper considers an unexplored reaction to remote proctor-
ing: the growth of online communities, similar to that of hacker/tin-
kerer communities, that share techniques for evading monitoring
and “cheat detection” of remote proctoring systems. By studying
these communities and the content they contribute, we gain key
insights into how people work together to tackle surveillance tech-
nology that they find oppressive, unnecessary, and invasive, despite
the motivation often—but not always—being academic dishonesty.
Further, there may be interesting downstream effects flowing from
these communities that impact security and privacy behavior mod-
els. Despite their arguably unethical goals, such communities also
foster a “security mindset” to expose “how things can be made to
fail” [61, 63].

Through the qualitative analysis of 137 videos and 4,297 com-
ments on TikTok (n = 120) and YouTube (n = 17), we seek to answer
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the following research questions about the emergent community
devoted to evading remote exam proctoring:

o (RQ1) What tools, tactics, and techniques does the community
publicly share to evade online proctoring software?

e (RQ2) Why do people in these communities seek to evade
online proctoring software?

e (RQ3) How do communities of posters and commenters en-
gage and work with each other to learn and share techniques
and opinions about exam proctoring software?

These communities, which were especially popular during the
pandemic, provide a diverse set of techniques for evading exam mon-
itoring software. Methods range from non-technical, e.g., sticking
paper notes next to (outside the view of) the webcam, to intensely
technical, e.g., setting up a virtual machine to run the proctoring
software, and changing settings to evade detection of the virtualiza-
tion. Many in this online community are (or claim to be) engaged in
academic dishonesty. While such behavior is difficult to justify, they
at the same time express substantial displeasure and unease with
the invasiveness and inequity imposed by the software, potentially
motivating some of their behavior. Furthermore, the instructional
nature of these videos illuminates core concepts in security and pri-
vacy, particularly threat modeling and “the security mindset,” which
stands out because many are specific and actionable, as compared
to “general” security and privacy advice [58].

2 Background and Related Work

Remote exam proctoring software. Some of the most common
providers of remote exam proctoring technology include PSI On-
line [57], Proctorio [54], ProctorU [55], ProctorExam [53], IRIS [42],
Honorlock [39], ProctorTrack [71], and ConductExam [21]. While
their specific functionalities vary, nearly all include a lockdown
browser mode, preventing students from switching tabs or mov-
ing away from the browser during an exam. This often requires
students to install custom software, i.e., a standalone executable
or a browser extension, which have different sets of capabilities
afforded by the operating system. Proctoring providers commonly
have features to determine whether the correct student is taking
the exam through the use of a webcam and uploaded student ID
cards. So-called “room sweeps” or “room scans” [72] are also com-
mon and discussed frequently in our dataset. During a room scan,
students show the entirety of the test-taking space by rotating
their computers’ cameras. Some remote proctoring systems also
include behavioral monitoring that uses artificial intelligence to
determine cheating behavior, such as analyzing mouse movements,
eye-tracking, and typing rates (e.g., for copy-paste detection). In
some cases, a live proctor observes students via webcams. It is even
possible to require software that monitors local network traffic to
detect unauthorized accesses beyond the test-taking computer. The
array of invasive observation capabilities and the potential for false
positives, particularly those based on poorly trained or biased Al
algorithms, have led some jurisdictions to ban or greatly restrict
the use of remote exam proctoring [17].

Pedagogical effects of remote exam proctoring. Patael et
al. provide a thorough overview [51] of the effects of remote proctor-
ing on exams. They find substantial evidence that remote proctoring
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increases students’ stress and anxiety, especially during the begin-
ning of the pandemic [22, 35, 44, 51]. Additionally, Patael et al. found
that “exams with supervision had a negative influence on how stu-
dents thought the assessment reflected their knowledge” [51]. The
attitudes found in our qualitative analysis align with these findings.
While multiple studies have quantitatively evaluated the efficacy
of remote proctoring against preventing cheating, results across
studies are not conclusive; some studies find no difference in cheat-
ing with remote proctoring [44, 74] while others do [25]. We are
not able to provide evidence in either direction here as posts in our
dataset do not speak to resulting performance on exams.

Perceptions of remote exam proctoring tools. Multiple stud-
ies find that students feel remote exam proctoring violates their
privacy but they are often understanding of the need for academic
integrity [8, 35, 51]. Balash et al., for example, found that students
view many observation methods as unnecessary for maintaining
academic integrity; however, students were willing to trade some
privacy for the security of taking exams at home during the pan-
demic [8]. Terpstra et al. used Contextual Integrity to better under-
stand how test-takers find disclosure of certain information, situ-
ations, and recipients more and less acceptable, finding nuanced
opinions on the complexity of academic integrity and privacy [69].
Students’ apprehension is not all about privacy; Chaudhry et al.
additionally found that students feared being falsely accused of
cheating [15].

Research has also explored how educators perceive and choose
to use (or not use) remote exam proctoring technologies, finding
that both academic integrity and student privacy are often consid-
ered [16, 37]. Balash et al. found that many educators felt remote
proctoring was necessary to protect the integrity of their exams,
but that others only used remote proctoring because they were
required to do so by their institution [7]. Patael et al., in a quantita-
tive study of students and educators at Tel Aviv University at the
start of the pandemic, found that faculty trusted the technology to
prevent cheating more than students did [51].

Few have investigated cheating methods for online exams. Al-
mossa explored Tweets trending in Saudi Arabia at the beginning
of the pandemic, finding that students were overwhelmed, and that
they shared some stories of cheating [5]. We build upon Almossa’s
work, as well as research about how students and educators per-
ceive remote exam proctoring, through our investigation of the
methods, mental models, and community-building of those who
seek to evade proctoring software.

3 Methods

Analysis of social media data is a common method for understand-
ing online communities, user perceptions, experiences, and mental
models (e.g., [9, 29, 59, 64, 73]). It is especially powerful because the
data is “in the wild” and not collected in response to a researcher
prompt that can introduce bias. When studying an online commu-
nity, social media posts allow us direct access to the community; in
our case, the strengths of this methodology outweigh the limitations
(including the inability to ask follow-up questions).

To address our research questions, we collected and analyzed
data from two popular social media platforms, TikTok and YouTube,
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Figure 1: Our iterative approach to collecting video data about
how test-takers evade online exam proctoring.

using an iterative search process to saturate our dataset. We fo-
cused data collection on TikTok and YouTube (and initially Reddit
as well) because of their popularity with U.S. adults who are typi-
cally college-aged [6]. We chose these platforms over, for example,
SnapChat and Instagram, because there are substantial communi-
ties on TikTok and YouTube that are open to the public, imposing
a low barrier of entry for users to join and contribute. Moreover,
these data sources are easily accessible to researchers, and have
been used in prior work [75] to address similar research questions
about subversive use of technology in online communities. Eventu-
ally, we removed Reddit from our analysis as it provided much less
data, overlapped with TikTok and YouTube, and has a categorically
different way of presenting and recommending data to users than
TikTok and YouTube.

3.1 Video data collection

We employed an iterative process for data collection. We seeded
our search with a Google query that we thought would mimic
the kind of search a test-taker might make to find resources to
evade online proctoring. Then, we reviewed the linked content
on YouTube, TikTok, and Reddit, and iteratively searched using
additional keywords on the platforms themselves, until we reached
thematic saturation and new keywords resulted in no new and
relevant data. This process is summarized in Figure 1, and we discuss
it in detail through the rest of this subsection. Researchers collected
on their personal devices, using newly created TikTok and YouTube
accounts.
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Curating a list of search terms. We began by mimicking a
search that someone might make if they were looking to evade
online proctoring surveillance: a Google search for “how to cheat
on an online exam?” This initial Google search revealed results on
five social media platforms (most popularly, TikTok, YouTube, and
Reddit) through 20 pages of search results—as well as a multitude
of other websites. We thus included TikTok, YouTube, and Reddit in
our exploration of cheating methods, and then iteratively expanded
our search on each platform as follows: for each relevant post, we
added it to our dataset, and added any new hashtags or search terms
that it included to our list of search terms. We then re-searched
with the new search terms, repeating the process until reaching
thematic saturation.

For YouTube, TikTok, and Reddit, we searched within the web-
site itself, using its internal search functionality to expand on any
identified keywords/hashtags. For YouTube and Reddit, we also
used their respective lists of “recommended videos” or “related
discussions” which were highly relevant to any identified posts.

Inclusion criteria. Because search queries return results that
may be related to our search but not address our research questions
about the community of people sharing techniques for and engag-
ing in exam proctoring evasion, we developed a set of inclusion
criteria to filter out search results irrelevant to our research ques-
tions and outside the community we wished to study. It is worth
noting, however, that the boundaries of these communities are by
definition fuzzy because they rely (in part) on the recommendation
and search algorithms of the social media platforms (though we
also find evidence of intentional community creation, discussed in
Section 4.3).
We defined a post (video) as relevant if it:

o Gives at least one suggestion on how to cheat;
e Describes evading a specific control feature; and
e Is broad enough to apply to other exams

or it met the following one criterion:

e Presents a conversation centered around a cheating method
or proctoring feature

For data that met these criteria, we added them to our dataset and
extracted new hashtags and search terms for the iterative search
process.

Thematic saturation. After several iteration rounds, we ob-
served thematic saturation: despite adding new search terms, mostly
the same videos and posts were returned. Following Strauss and
Corbin’s definition of saturation, we stopped adding new search
terms and collecting data [66].

Final video dataset. ~We captured data between July 2022 and
February 2023; the vast majority of videos were posted between
2020 and 2022. The long period of data collection was due to in-
ductive methods of expanding search queries and seeking more
sources as we discovered new themes that were worth exploring.
The data collection period covers times when there were still online
classes. For each post, we recorded: view/like count, author handle,
length, video title, transcript, comments, and hashtags/search terms.
Our final dataset includes 120 videos on TikTok and 17 YouTube
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videos. At least! 5 TikTok videos were stitches (additions to other
users’ content) [70] of different videos, and none of the YouTube
videos in our dataset were “Shorts” View counts varied widely: for
TikTok videos, views at the time of data collection ranged from
4 views to 7,900,000 views (mean = 255,622.11; median = 3,018).
YouTube videos views ranged from 806 to 2,004,471 (mean = 226,777;
median = 19,220).

3.2 Qualitative analysis of video content

After concluding data collection, we applied qualitative analysis
to identify themes in our dataset by iteratively creating an induc-
tive codebook. We coded all aspects of the videos during analysis,
including the text on screen, audio, and video. One coder began
by meticulously examining the data with a focus on the actions
and tools promoted. The coder first performed open coding and
then iteratively developed axial and hierarchical codes to identify
relationships and patterns within the data. After three rounds of
iteration, a secondary coder checked the codebook by attempting
to apply it, suggesting code additions, modifications, and deletions.
The two coders then applied the codebook independently and met
to resolve all disagreements, removing the need for IRR [47]. The
codebook can be found in the extended version of this paper at
https://osf.io/5pqmg/.

3.3 Comment dataset creation

One way for people to engage with this online community is to
create posts; another is to comment, which presents a significantly
lower bar for participation in the community and can allow users
to interact directly with posters and each other. An analysis of the
comments on the posts in our dataset complements our data from
the videos, addressing our research questions about why test-takers
seek to evade online proctoring software (RQ2) and community
building (RQ3).

Our dataset contained many more comments (>10,000) than we
could reasonably manually analyze with thematic qualitative anal-
ysis. Rather than selecting comments randomly, we leveraged our
qualitative analysis of video content to select a set of comments
that appeared in response to a diversity of videos. From each video
code that had been applied at least three times, we analyzed the
comments from the most-viewed video, with four exceptions: we
excluded one video whose comments were almost entirely in an-
other language, as well as three videos for which we had incorrectly
recorded the URL and could not return to. When encountering these
issues, we took comments from the second-most popular video. Our
comment dataset has a total of 4,297 comments across 16 videos and
16 top-level codes. Future work could use natural language process-
ing to quantitatively analyze the broader impact and prevalence of
these comments.

3.4 Qualitative analysis of comments

We additionally conducted qualitative analysis of the 4,297 com-
ments in order to address our research questions about (1) why
people in these online communities seek to evade online proctoring
software and (2) how they work together to learn and develop new

'When we went back to our dataset to count stitches (in 2024), 44 videos were inacces-
sible due to being removed/privatized or URLs incorrectly recorded in our data.
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techniques for evasion. We created a separate codebook for the com-
ments since the content and purpose was significantly different in
format from the videos. Two researchers worked together to itera-
tively and inductively develop a qualitative codebook, which can be
found in the extended version of our paper at https://osf.io/5pqmg/.
The researchers began with open codes, then coalesced them to ax-
ial codes, and went through several rounds of independent coding,
reconciliation and discussion, and codebook iteration.

Once the codebook had stabilized, the two researchers indepen-
dently coded 200 comments and then checked their shared under-
standing of the final codebook using Cohen’s Kappa, for an IRR of
0.89. The researchers then split up the remaining codes, and coded
independently.

3.5 Positionality

Positionality statements allow readers to gain a fuller perspective
of the researchers’ experiences (and potential biases) when con-
ducting research, and to understand how the researchers’ contexts
affected their analysis and interpretation of the data. Our team con-
sists of two undergraduate researchers with previous experience
with exam proctoring technologies; a security/privacy postdoctoral
researcher and a doctoral student with no prior experience with
exam proctoring software; and faculty whose institutions provide
exam proctoring tools but have chosen not to use them for both
practical reasons and privacy concerns. Our collective experience
influenced our interest in the topic, as well as our interpretation(s)
of the data. Throughout this research, we reminded each other of
our biases through many discussions, working to separate our opin-
ions from our relevant professional experience. In presenting this
data, we use quotes (rephrased, see Section 3.6) in order to let the
data speak for itself, and use our own background experience to
provide relevant privacy analysis.

3.6 Ethical considerations

Throughout our study, we considered how to collect data ethically,
guided by our own expertise as HCI researchers and by community
norms for doing research with public social media data, without
consent from users [31]. Importantly, all the data used in this re-
search is available publicly and accessible through widely available
search and recommendation mechanisms. Our research was not
subject to IRB review because there was no direct interaction with
people (we received a “non-research” determination from our IRB).
However, because the individuals making public posts and videos
may not be aware that their posts would be used in research, we
make additional accommodations to ensure we treat them ethically
and with respect.

De-identified publicly available data is commonly used to study
online community work and conversations in the public sphere.
Standard practice in HCI includes either using direct quotes from
social media posts (with redacted PII) (e.g., [26, 56]) or paraphrasing
quotes [33, 59]. While research community standards for using
data from TikTok are still being formed, there are at least three
recent works using TikTok data [60, 65, 75] from which we draw
our practices around protecting users in our dataset who did not
agree to being part of our research. To reduce the chances of undue
attention on those in their dataset, none of [60, 65, 75] display the
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full list of hashtags used to find the data, and none use screenshots
(two recreate them). One paraphrases quotes, and one uses direct
quotes. Following the lead of these papers, to minimize harm to the
TikTok and YouTube users in our dataset, we (a) do not present our
full list of hashtags and search terms, instead describing them with
examples, (b) we recreate screenshots, and (c) we rephrase quotes
from videos and comments.

When rephrasing, we tried to keep all spelling and typing style
the same to reflect the sarcastic and casual way some commenters
discuss topics. Two researchers paraphrased every quote more than
four words long by altering sentence structure and replacing words,
and then verifying that the quote was unidentifiable by Google
search. Both researchers also verified the paraphrasing reflected
the original intent. For example, for an original comment that reads
“yeah this is cap, use discord on your phone to cheat”?, we might
rephrase it to read “this is cap, you can just cheat using discord
on your phone,” maintaining the original sentiment, but reducing
searchability.

Throughout the course of this research, we have also consid-
ered the implications of publishing this research, which may either
lead future test-takers to academic dishonesty, or may lead remote
proctoring software to become more invasive. In both cases, we
remind readers that our data collection techniques used simple
searches and largely contain videos with thousands or hundreds-
of-thousands of views already. This information is not secret, and
we thus consider our analysis and publication as a net benefit that
outweighs potential harms [45].

3.7 Limitations

Our dataset and analyses are not without limitations, which are
important to understand in order to contextualize our results and
their implications. While we analyzed data from social media plat-
forms that are popular with young adults in the U.S. (TikTok and
YouTube [6]), we were unable to collect data from social media
platforms without publicly accessible posts (e.g., Instagram and
Snapchat). It may be the case that private discussions differ from
the public discussion.

Importantly, our data (including our findings about attitudes
towards remote exam proctoring) does not generalize to all online
test-takers. This is due to the specific and self-selecting community
that we studied—people who were either seeking to evade remote
proctoring or sharing evasion strategies, not test-takers in general.
In particular, the community we study are people who chose to
speak out, perhaps in anger or frustration or due to philosophical
disagreements—and it would be inappropriate for us to generalize
these attitudes across the community of all test takers. Additionally,
we cannot present quantitative conclusions because of the small
size of our data and the qualitative nature of our analysis.

It is also possible that some people with remote proctoring eva-
sion techniques opt not to share them publicly, potentially because
of the academic consequences associated with cheating. It may be,
then, that those who are more privacy conscious may not post pub-
licly online about how they evade remote proctoring. The significant
presence in our data of privacy and security concerns, however,
indicates that this is not a major concern.

2This is a manufactured example, based on real comments in our dataset.
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Our initial search query, “how to cheat on an online exam?”, may
also have led to some skew in our dataset: a different seed query
could have led to a different dataset. However, our iterative process
of adding search terms directed us to data saturation [66], in which
we saw the same posts over and over. While there may be more data
about methods of and attitudes towards evading remote exam proc-
toring software, we believe it is unlikely that there are significant
student-held beliefs about cheating, and cheating methods, that
have been left out, due to our exhaustive iterative search. We also
excluded search results and comments not in English, meaning that
there may be non-English-speaking communities not represented
in our research.

4 Results

Through our analysis of videos and community comments in the
online community seeking to evade remote exam proctoring, we
find that there are a variety of techniques for evading the soft-
ware’s surveillance (RQ1), ranging from entirely non-technical to
techniques that introduce users to source code and deep machine
settings (Section 4.1). In addition to how people recommend evad-
ing proctoring software, we learn that they do so for a variety of
reasons (RQ2) including, unsurprisingly, the desire to cheat. How-
ever, they also express immense frustration and a feeling that the
remote proctoring software is discriminatory and overly or unnec-
essarily invasive (Section 4.2). We also find substantial community
engagement (RQ3) through commenters exchanging technical tips,
asking for clarifications, and leaving appreciative comments (Sec-
tion 4.3). Importantly, we caution readers that our results do not
quantitatively generalize, or represent how test-takers in general
feel—as we only study the community of people actively engaged
with cheating on TikTok, and we do so qualitatively.

Throughout this section, we use the prefix Y to indicate videos
on YouTube, TT to indicate videos on TikTok, and C to indicate a
comment on either. We refer to “posts” and “videos” synonymously,
and “content creators” or “creators” as the people who created the
videos. Some videos in our dataset share creators.

4.1 RQ1: Methods of evading remote exam
proctoring

Our data reveal a plethora of methods for evading remote exam
proctoring shared within the online community. The methods range
from skills typically encountered in computer science disciplines
(e.g., inspecting HTML source code) to techniques involving use or
misuse of household objects to trick the computer’s sensors without
exposing the user to code or computer settings (e.g., taping post-it
notes to the computer screen to evade a full room scan). Before
delving into the breadth of techniques themselves, we first observe
three key points about the techniques as a whole:

Anti-proctoring strategies represent a newly emergent threat
model and are a (mostly) novel set of anti-surveillance tech-
niques. In contrast to widely available anti-surveillance technol-
ogy (like VPNs), the emergent nature of remote exam proctoring [8]
means that there are not widely available consumer tools for evasion,
so existing tools (physical and software) are instead repurposed.
While the strategies used by the anti-exam-proctoring community



CCS 24, October 14-18, 2024, Salt Lake City, UT, USA

embody the same spirit as many anti-surveillance mechanisms—
control over one’s technology, data, and communications—they
differ in kind because the anti-censorship literature often excludes
on-device compromise from the threat model. We note, then, that
the threat model present here is related but different: here, users
face a device with software that is forcibly installed by their uni-
versity or employer, an institution with considerable power and
legitimacy in requiring the surveillance.

Anti-proctoring videos teach the security mindset and new
technical skills, despite their potentially unethical goals.
Cheating strategies and advice are often tailored to specific exam
proctoring technology, describing exactly which exam proctoring
software their technique works for. This differs from prior work
around general security and privacy advice [14, 41, 58], such as for
using VPNs [4], which offer less targeted recommendations. Addi-
tionally, many of these posts are positioned as exposing viewers
and commentators to new technical skills and security and privacy
mindsets.

We note that many videos, particularly those that are
non-technical, use humor, with clear sarcasm, jocularity, or absur-
dity. This tone is unusual for what amounts to security and privacy
advice and technical instruction, even about a largely unethical
topic (how to commit academic dishonesty): their humor presents
the security mindset and some technical instruction in an engaging,
casual, natural, and informative way. For example, the creator in
TT45 showed their notes (impractically) tucked under their dog’s
ear, hidden by the dog’s snout. Such examples showcase creativity
by test-takers in employing cheating-solutions, but may not be a
serious recommendation. It may also suggest that the humorous
engagement, particularly when posting publicly for social engage-
ment, is also a coping mechanism to deal with both the stress of
taking a test and the isolation of the COVID-19 pandemic.

We speculate that any of these methods—as well as the general
security mindset—may be applied elsewhere, and so evading remote
proctoring software represents, perversely, a learning opportunity.

Anti-proctoring techniques span from entirely non-technical
to deeply technical. We observe the spectrum of anti-surveillance
techniques: from non-technical (i.e., physical items to block sen-
sors), built-in (software readily available to consumers, but may
need to be used in a way other than advertised), and techniques that
require technical knowledge or set-up beyond what is reasonably
expected from a layperson. This spectrum shows the extent to which
existing technologies support (and do not support) the emergent
community devoted to evading exam proctoring. Non-technical
evasion techniques are necessary to study as a technical security
community, ironically, because they are non-technical: there are
no rules in computer security [61] and evading a system—even
with a post-it note—is evading a system. However, we also observe
that these techniques may not be universally and longitudinally
effective, as proctoring software vendors or exam administrators
may develop mitigations.

We now turn to a description of the evasion techniques them-
selves, ranging from completely non-technical (Section 4.1.1), to

Lucy Simko et al.

built-in settings and software (Section 4.1.2), to deeply technical
skills and software that are likely new to viewers (Section 4.1.3).

4.1.1  Evading webcam surveillance with creative camera positioning
and household objects. Many advice-givers offered creative methods
of physically evading webcam-based surveillance by obscuring
the camera, hiding notes, or even hiding another person out of
view. These techniques are particularly interesting because they
are nontechnical: they show clever use of the test-taker’s control
over the testing environment to evade or trick surveillance that is
necessarily limited by its own sensors, recalling other behaviors
to physically disable perceived surveillance, e.g., using webcam
covers [46], or unplugging Internet-of-Things devices [18].

Impeding or obscuring the webcam. Several videos instructed
viewers on how to obscure their webcam in order to hide physical
notes or a digital device in the room without an observer (via
the webcam) detecting anything. For example, one video showed
how rubbing chapstick on one’s webcam sufficiently blurred the
camera such that the test-taker was not clearly observable and thus
could access unauthorized resources (TT19). Another, TT7, showed
themselves putting opaque tape over the webcam, allowing them
to paste pages of notes to the walls without detection. They even
included the viral meme “don’t be suspicious” audio track playing
in the background.? Another approach, suggested by Y1, was to
intentionally create a glare by dimming the room and turning up
the screen brightness, allowing the test-taker to view their phone
(or notes). This obfuscation technique might be mitigated if the
exam proctoring software required a certain level of light or image
quality.

Hiding physical notes.  Thirty-five videos recommended hiding
physical notes, perhaps plentiful advice because it is simple to
recommend, understand, and implement. Many of these videos
demonstrated sticking paper notes, e.g., post-its, to the test-taker’s
laptop screen, which are not visible to the built-in webcam (see
Figure 2). Others showed how notes written on a clear sheet of
plastic could be placed over a laptop screen, enabling the test-taker
to view the exam and the notes at the same time, all undetectable
to the outward facing webcam. Some techniques were less robust,
e.g., notes stuck to a bulletin board behind the computer (TT29),
which would not be robust against a 360° room scan. Additionally,
a test-taker may be required to hold a mirror up to their screen,
which would reveal any post-it notes taped to their screen. As
C2406 explains, “my exam needed a mirror in the background to see
my screen.”

Hiding a person. Perhaps more ambitiously than hiding notes,
13 videos suggested getting help in real time, including five posts
where the post demonstrated how to hide a person in the room
with the test-taker, even with a 360° room scan. For example, TT2
showed how the hidden person would stand behind the laptop, out
of view of the webcam, moving while the test-taker rotated the view
of the room. Recreated in Figure 3, TT12 showed the perspective
of another hidden person, crouched and hidden under a desk, and
saying: “Don’t worry babe, we’ll beat Proctortrack. If you have a

3The “Don’t be suspicous” scene from Parks and Recreation features two characters
who are obviously being suspicious.
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Figure 2: Taping paper notes to the laptop screen, recreated
by the researchers with a Photoshop filter.

question... read it out loud but look at the screen. I will google it for
you and hand back a note. Just, like, sneeze or look at the floor” Still,
this may not be effective if the proctor detects face movements or
excessive talking [43].

We return to the theme of collaborative cheating in Section 4.1.2,
where we discuss using built-in features to contact a friend, and, in
Section 4.3, where we examine how commenters engage with each
other.

4.1.2  Using built-in features and settings to evade webcam and mi-
crophone surveillance. Another technique for evading monitoring is
adjusting the built-in settings or software of test-takers’ computers.
Eleven videos recommended such a method, though they often
required some kind of hardware external to the computer itself
(e.g., headphones, a second monitor, etc).

These videos also offer more general advice to avoid monitor-
ing and evasion on one’s personal device, often showing how to
execute the evasion. This may result in viewers’ enhanced under-
standing of the technology they already use and interact with, e.g.,
audio settings on their computer, or the use of screen mirroring
(Section 4.3 explore viewers’ reactions to these videos, including ex-
plicitly stating that they learned a new skill, e.g., screen mirroring).
Even seemingly low-tech strategies against surveillance that use
pre-existing features and software in new ways have been shown as
a powerful tool for other groups who seek to avoid monitoring, e.g.,
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Figure 3: Hiding a person under a desk while taking an exam,
recreated by the researchers with a Photoshop filter.

activists [10, 24] and, to some extent, people experiencing intimate
partner violence [32].

Eliminating audio input.  One technique is to turn down micro-
phone input volume such that remote proctoring software can still
record sound, but softer input is not recorded. TT6 explained that
exam proctoring software is “requiring a webcam and microphone
to tell if you’re cheating” They show how to eliminate microphone
input, with a demonstration for Apple users: “go to Launchpad and
then settings, click ‘sound’, ... and then take the input volume all the
way down to zero.” Another example is in TT15, where two people
demonstrate plugging in wired headphones whose wires they had
cut close to the audio jack, disabling the microphone. The audio
source appears functional from the software side but is actually not
able to record any audio.

Screencasting to someone out of sensor range; using a virtual
Zoom background. Five videos recommended screensharing
the exam to someone out of range of video and audio sensors,
allowing the other person to remotely select the correct answer. Y9
recommended Airplay, a built-in screensharing feature on Apple
devices. In a YouTube video with a tutorial on AirPlay, they wrote:
“Don’t be skeptical! Proctoring technology prevents students from
cheating with a partner primarily by prohibing the use of multiple
monitors; however the software cannot detect the screen mirroring
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technology used in Apple Airplay — Meaning you and your pal will
go undetected!” This technique might not be future-proof, as exam-
proctoring software may eventually be able to detect or prevent
Apple Airplay screencasting.

One TikTok showed viewers how to evade webcam surveillance
by a live proctor on Zoom by setting a pre-recorded video of the
test-taker as a virtual background (TT21). The TikTok post showed
explicit instructions on the screen: “Ist step: Record yourself on the
camera app;” “2nd: Do what you're supposed to do in the video;” “3rd:
Add the video as virtual background;” and finally, “Last: Move out of
the way and place camera where it won’t be moved”

4.1.3  New software or hardware; advanced technical skills. While
the exam proctoring evasion community shared many techniques
that were either non-technical or used only pre-existing settings and
software, there are also a number of techniques that required users
to download new custom software or exposed them to advanced
technical concepts—e.g., HTML, virtual machines, the Windows
registry— that they otherwise might not encounter without either
an academic class or substantial self-study. However, similar to be-
fore, investment in these techniques exposes test-takers to technical
skills that may be applicable in other settings.

Inspecting website source code. Seven videos demonstrated
how some online multiple choice quiz websites reveal the correct
answer in the HTML source code. These videos provide step-by-
step instructions on how to access HTML source code in a web
browser by either right-clicking on the rendered webpage and
selecting “View page source” or “inspect” (e.g., TT1). Y2, for ex-
ample, shows an annotated screenshot of how to tell which of
the four multiple choice answers is correct, based on the gif that
shows up when it is selected. They show the source HTML, with
four annotated red boxes drawing the viewer’s attention to the rel-
evant .gifs: <img src ="/_files/images/website/wrong.gif"
alt="" /> and one ending in accept.png (emphasis ours).

This strategy will not work in all cases. If the test-taker is screen-
sharing with the proctoring software, viewing the source code of an
exam would also be visible. Also, commentators noted that many
online exams do not embed answers in source code, leading to
comments indicating that relying on this technique led to poor
exam performance (discussed further in Section 4.3). Despite these
shortcomings, the number of such videos in our sample suggest
that students do encounter online exams with embedded answers.

Using a virtual machine. A few videos instructed viewers to
run proctoring software in a virtual machine (VM) to evade moni-
toring. Because some proctoring software checks operating system
settings to detect virtual machines, some videos dive deeply into
mimicking physical machines, including changing registry keys on
the virtual machine. These videos have hundreds of thousands of
views, and while we cannot know how many viewers actually used
this technique, the technical information in the videos themselves
may lead to unforeseen learning. A VM can be useful to both facil-
itate cheating—allowing the test-taker to access materials that a
proctor would block on the host machine—and prevent the proc-
toring software from changing test-takers’ settings or accessing
information on their own (host) device.

Lucy Simko et al.

One example of such a video with wide reach and deep technical
content is Y7, a 19-minute YouTube video with 175,000 views. In
voice-over and a screen recording, the content creator shows how
to set up a Windows 10 VM to evade detection from proctoring
software. The instructions include acquiring a Windows 10 disk
image as well as the entire setup on VirtualBox. The creator expects
that viewers are not familiar with virtual machines, explaining that
“essentially, we are making another computer” They walk viewers
through selecting virtual machine settings and explain that the
goal is to give the virtual machine the same settings that a physical
machine would have. They recommend, for example, 4 gigabytes of
RAM, because “it’s possible Respondus detects the virtual machine if
you have 2G of RAM, instructing viewers to use a fixed-size virtual
hard disk: “If we use dynamically allocated disk storage space, the
lockdown browser might detect we have a weird hard drive...”

Once the VM has been created, they demonstrate how to edit
specific registry keys. They explain opening RegEdit—“Use Windows
Key + R, then that pops up a little run command, and you type Reg-
Edit”—and then explain that the purpose of editing the registry is
that “Respondus will look for any system indicators that you are using
a virtual machine” They then demonstrate how to change the reg-
istry keys that include “VBOX” (i.e., VirtualBox) and thus obscure
the virtualization, including the computer’s friendly name, display
adaptor, CD-ROM name, device description, and BIOS versions.

In Y12, the same video creator provides another technical video
with a “cracked” (modified) version of VirtualBox for further vir-
tualization detection bypass, accessible through a private Tele-
gram group. The creator recommends running the downloaded
file through VirusTotal, an online database of known malware.

Purchasing “bypasses”.  Several videos recommended test-takers
purchase and download “bypasses,” software that promises to allow

the test-taker to evade remote proctoring. Y11 compiles a short list

of websites advertising bypasses that purport to neuter monitor-
ing tools so that the test-taker can access unauthorized sources

such as Google, PDFs, WhatsApp, and screenshots, and screenshare

exam questions. Some draw in users with claims like “NO VM RE-
QUIRED (VM IS NOT SAFE)” and “10 MINUTE INSTALLATION.”
One website sold bypasses for €125, with an extra €25 for support

installing and running it, and a return policy for dissatisfied cus-
tomers. While a technical analysis of these bypasses is out of scope

for this research, we note that their call-to-actions are manipulative

and may over-promise, and that these “bypasses” likely require

elevated privileges on the user’s machine that should be viewed

with caution. Future work could investigate the mechanisms these

bypasses use to evade proctoring, as well as the security properties

of the downloaded binaries.

Summary of RQ1. What tools, tactics, and techniques does the
community publicly share to evade online proctoring software?

e Techniques to evade remote exam proctoring ranged from
low-tech to deeply technical.

e Low-tech techniques creatively use common household ob-
jects to obscure or disable sensors.

o Other techniques involve misuse of built-in settings or soft-
ware; others teach viewers technical skills such as reading
HTML source code or changing registry keys.
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e Proctoring evasion techniques are a novel way of sharing
security advice and technical skills.

e Many posts included a humorous, sarcastic bent, rare for
(even unintended) security education material.

4.2 RQ2: Community attitudes towards remote
proctoring; motivations for evasion

Having elucidated the broad spectrum of methods shared in this
online community, we now turn to the formation and cohesiveness
of the community itself in this section and the next. Through this
section, we explore, first, the attitudes present in this community
towards remote exam proctoring: that is, why people who seek
to cheat online exam proctoring do so, including their attitudes
towards exam proctoring software. We present these attitudes as the
community’s rather then our own, using bolded paragraph headings
to show the array of community opinions. We again caution readers
against interpreting these views as representative of all test-takers.

Our data shows that this community devoted to evading re-
mote exam proctoring is, unsurprisingly, overwhelmingly anti-
proctoring. This is a consequence of our focus on this specific com-
munity and not a quantitative reflection of public opinion. However,
Balash et al. demonstrate that students who seek to cheat or feel
they can cheat may be numerous [8], and it is thus important to
study the online community to which potential cheaters may turn.
It is also important to understand why those who seek to evade
proctoring do so: our data shows that academic dishonesty is not
always the goal, and when it is it often co-occurs with a philosoph-
ical disdain for the software itself, viewing it as unnecessary, an
invasion of privacy and security, or discriminatory.

Non-specific anger and discontent towards remote proctor-
ing tools. Commenters expressed dissatisfaction, annoyance,
and anger towards online exam proctoring without further explain-
ing their reasoning, e.g., “I hate proctoru” (C2690), “i fucking hate
proctorio” (C2601), “oh hell no” (C1840). While these comments do
not typically provoke conversation or provide insight into why com-
mentors felt that way, they were numerous, and they contribute to
an anti-proctoring-tool sentiment in the comment sections.

Anecdotes about exam proctoring software preventing cheat-
ing. Not every test-taker in our dataset was able to find a suitable
cheating technique. Five content creators expressed that proctoring
software prevents cheating. In TT100, the creator describes the
difficulty of cheating in a proctored exam: “When u thought u were
gonna be able to cheat on online tests, but its literally impossible cuz
they record u &) Fuck covid” (TT100). Another video, a humorous
performance, shows a student preparing to cheat on a test using
Discord, but begrudgingly complying to the rules after realizing
the test is proctored using Proctorio (TT77). These examples in-
troduce healthy skepticism about some content creators’ evasion
techniques, and serve as a reminder that despite the many videos
promising successful evasion of remote proctoring, not all students
are able or willing to deploy such techniques.

A community belief that recall-based assessment does not
support learning. Commenters expressed pedagogical objec-
tions to exam proctoring technology, believing that they arrest
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learning or do not reflect reality. They argued that remote proctor-
ing enforces exams that are memory-based rather than skill-based,
and prevents the test-taker from accessing information that would
be readily at hand in a real-world environment. One commenter
explains this: “In the real world we have resources to use. College
students should have open book tests” (C1220). Another commenter
expanded on this idea, highlighting the difference between experi-
ential knowledge and memory. They state: “think exams should be
open book. We should be tested on note taking not what we remem-
ber” (C1219). Indeed, research has shown that recall-based assess-
ment does not promote higher-order thinking skills, which may
be detrimental to students’ ability to solve tasks in non-academic
circumstances [2, 30].

An attitude that the grade is more important than the learn-
ing. There were multiple comments in our dataset of students
expressing disillusionment and indifference with the education sys-
tem. For example, one conversation chain expressed commenters’
frustration: “What’s the point of college if you don’t want to learn”
(C0), with replies, “I need the piece of paper so I can find a job. How
you get there doesn’t matter as long as you do get there eventually”
(C4), “for the diploma” (C8), “to find a job in this economy” (C13).
Other commenters were nihilistic about their experience in higher
education, “they just wanna take your money and watch you drown
in crap” (C3024) and “college is just paying to be belittled” (C3026).

Concerns that remote exam proctoring software discrimi-
nates against people of color. Comments and videos expressed
that exam proctoring tools have the potential to discriminate against
test-takers of color, arguing that the security measures implemented
in online proctored exams (such as eye trackers and audio recording)
are biased against people of color. Two videos stated that lockdown
browsers discriminate against people of color, arguing that Al face
recognition is often biased against those with darker skin. In TT50,
the poster stated: “They have a history of issues recognizing people
with darker skin and therefore not allowing them to sit the exam
or flagging them for cheating behaviors” One poster describes the
case of Kiana Caton [43], a Black woman who had to “keep shin-
ing a light in her face” during her bar exam in order for the facial
recognition software to recognize her (T'T53). This poster correctly
states: “The issue is that a lot of these algorithms are predominantly
trained on pictures of white people and they don’t recognize people
of color” Indeed, a substantial body of research in the extended
machine learning community finds that algorithms replicate and
amplify biases present in their training sets and that such biases are
the same that exist societally [23, 49]; prior work has specifically
found skin tone-based facial recognition bias in exam proctoring
tools [12].

Concerns that remote exam proctoring software discrimi-
nates against neurodivergent test-takers. Four videos and
several comments discussed how remote proctoring can cause test-
takers to be flagged more than their neurotypical classmates be-
cause of physical or audio tics. TT50 explained: “Regarding cheating
behaviors, a lot of what these systems look for is behavior that is
considered ‘abnormal’ and a lot of the time that lines up with people
who are not neurotypical”
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Posters mentioned eye tracking as particularly discriminatory
because it penalizes test-takers who move their eyes frequently.
Proctoring software uses eye tracking as part of a heuristic to tell
whether a test-taker is, for example, looking at their phone. Some
discussed neurodiversity as a potential reason for a test-taker who
made a video about being falsely flagged as cheating for holding a
pen: “...unless he had a learning disability which set him apart from
other test-takers & allowed him compensation” (C2530). Commenters
recommended relying on institutional support for neurodivergent
test-takers, e.g., a disability office. For example, in response to C1107
remarking that “honorlock tracks your eye movement WHAT,” C1115
advised them that “you can contact your school’s disability office, I
forget the name, and get a waiver for certain conditions that can get
you accommodations!”

Eight videos and several commenters also mentioned that remote
proctoring caused unnecessary stress for the test-taker, e.g., C3960,
who stated that “Proctorio causes my anxiety” C1224 explained that
proctoring using a camera was more stressful than a lockdown
browser because of the increased surveillance: “I've used lockdown
browser for quizzes with no camera but all exams have a proctor +
camera. I'm stressed bc of the idea of being watched.” C3044 described
how their anxiety affected their grades: “...when it watches me I get
very anxious and end up doing worse” These sentiments are in line
with prior work finding that remote exam proctoring can increase
stress [22, 35, 44, 51].

Complaints that remote exam proctoring requires access to
an impossibly controlled environment, leading to false accu-
sations of cheating. Commenters expressed frustration with
requirements to be in completely silent environments, or to alter
or expose their environment. Many shared anecdotes of innocuous
and normal events that caused them to be falsely accused of cheat-
ing by the software (which is often either reviewed by a human or is
otherwise appealable). In TT64, the creator tells a story about how
they used a marker to write down questions to review at the end
of the exam, and was subsequently flagged because writing imple-
ments were not allowed. Some commenters debated how they had
technically broken the rules, even though—by their assessment—the
rules seemed draconian, while many other shared their own stories
of being flagged for cheating. Some shared how pets caused the
flag: C2862’s fish tank caused them to be flagged “for movement,”
C2906’s dog barked, causing them to “get in trouble” with ProctorU,
C2992’s “cat wouldn’t stop meowing” and described how each flag
took 5 points off their grade. Their final grade was “a 53... [the
instructor] refuses to change it.” Other commenters said they were
flagged “for constructions noises” (C3069), a baby (C1575), and a
coughing roommate (C1310).

Many commenters were also displeased with how proctors forced
them to change their testing environment. For example, one com-
menter (C1697) from TT54 stated: “one time i had a very large
SHARK decoration on the wall and ProctorU asked me to remove it”
Another commenter (C1705) retold how they were required to show
sensitive information in their environment: “ProctorU made me show
my bills that were sitting on the other side of the table bc they thought
thet were notes!” This is both cumbersome for test-takers and has
the potential to leak sensitive information about participants to
proctors, especially when exam sessions are recorded.
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An opinion that remote exam proctoring software is a vio-
lation of privacy. Eleven videos cited privacy violations as a
substantial concern with remote exam proctoring software, point-
ing to room scans and live audio/video recordings as invasions of
personal privacy. One creator asks: “Are [exam proctors] the pro-
fessor? No, they’re not. They’re just a random person that was hired
by a third party company. So we’re really letting strangers into our
students’ homes, their spaces” (TT66). Commenters emphasized the
invasion of their privacy, especially during video monitoring and
room scans. C3616 felt that “it’s alarming that some random person
is watching us while we take the test,” and multiple commenters used
the phrase “invasion of privacy” to describe remote exam proctor-
ing, e.g., C4140, who felt that “Colleges needing access to audio, video,
and screen recording in our homes is an invasion of privacy”

Four videos questioned the legality of these online room scans
and urged viewers to fight against them. In one video, the creator
describes a U.S. court case (Ogletree v. Cleveland State Univer-
sity) [50] which deemed room scans unconstitutional on the basis
of the Fourth Amendment. The creator advises: “if you are a US
college student and you are forced to use HonorLock or some other
form of proctoring that makes you scan your room in order to take an
test, email the president or dean of your school” (TT54).

Concerns that remote exam proctoring software presents a
digital security threat. Eight videos expressed concerns about
computer security threats, fearing that proctoring software could
contain malware or behave other than intended (or sharing anec-
dotes about such behavior). TT82 suspected they had malware:
“After I finished my exam, when I went to quit the app, it wouldn’t
quit and my computer was really weird for a minute. I'm kinda re-
ally scared that I got a virus and someone is watching me 24/7” In
another post, a student describes their proctor gaining access to
their computer and deleting all of their notes in their notes app
without permission (TT81). Some commenters also expressed con-
cerns about the security of their systems, e.g., C2968, who remarked
that“...these procter tools are REALLY sus with how much access they
get on your computers” C1695 wrote, “Don’t even get me started on
the security implications for your device. Definitely spyware/trojan”

Because of these security concerns, several content creators ex-
plain how to thoroughly remove proctoring software after an exam.
Through four videos, the same TikTok creator instructs viewers
to revoke the proctor’s remote access, activate a firewall, change
passwords used during the exam, delete related program files, and
uninstall the browser extension.

Regardless of the accuracy of users’ mental models, the fear of
malware drives users’ behaviors, including uninstalling the soft-
ware and contacting support. Additionally, some exam proctoring
companies have faced data breaches [3] or exploitable vulnerabili-
ties [1, 12, 67] in proctoring software. We observe that the mental
models and behaviors in our dataset largely do not align with ef-
fective mitigation strategies for malware, in line with prior work
about findings about non-experts’ mitigation of digital security
threats [73].

Anecdotes about remote proctoring software functionality is-
sues hindering test-taking. Content creators and commenters
spoke out about software issues with their lockdown browsers. In
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a video, TT87 shared issues with setting up ProctorU: “It is now
almost 90 minutes past when I was supposed to start my exam, and
they just keep telling me to restart my computer. They are absolutely
no help.” Another video had a similar complaint, stating that they
had to work with customer service for two hours before their exam
could be started (TT51). On a video about Proctio’s room scan,
C3561 wrote that “that crashed my computer 3 times while taking
an exam, i hated using it” and C3246 offered that “my macbook was
never able to work w proctorio

The opinion that cheating is wrong, rules are rules, and cheat-
ing reduces learning. Several commenters—a minority voice
in the anti-evasion community—argued against cheating. Some
argued that cheating is antithetical to learning. Others argued that
test-takers who engage in sharing cheating methods should re-
spect the rules of the classroom. A video about a test-taker who got
flagged for holding a pen (which was not allowed) sparked a lengthy
debate between those arguing that “rules are rules” (C2575) and
“any student who has to follow that rule is not treated fairly” (C2532).
Commenters argued whether it was better to follow the rule, even if
was a bad rule (promoting equality for each test taker), or whether
it was permissible to break rules (promoting neurodivergence and
equity).

Different videos also sparked comments espousing that if test-
takers do not like the rules, they can leave the class, major, uni-
versity, or academic system. C1350 wrote that “don’t attend if you
don’t want to abide by the rules, pretty simple.” C1854 added that
“you chose the teacher and their rules when you signed up for college.”
Such comments fail to acknowledge power imbalances and a lack
of choice that exists for many students, many of whom do not get
to select their instructors, classes, or even colleges/universities they
attend with the granularity to be able to control for exposure to
exam proctoring.

Less philosophically, some commenters said that test-takers
should not cheat because it is important to actually learn the mate-
rial. Several remarked that those in medical fields should not cheat,
for the sake of their future patients: “bro if all the future doctors
keep cheating, we’re all gone die anyway” (C114), “So these are the
doctors coming out of 2023?!” (C55). Others simply argued that some
methods of cheating are so complex that it would take less time
to study properly: “it’s easier to learn it at this point” (C46). C1042
sarcastically remarked: “how about you use the actual brain power
that came up with that to actually learn” Though we do not con-
done academic dishonesty, we discuss in Section 5 how some of the
cheating techniques may actually lead to viewers learning technical
concepts and the security mindset [61].

Summary of RQ2. Why do people in these communities seek
to evade online proctoring software?

e While academic dishonesty was a major reason that people
sought to evade remote proctoring, it was not the only one.

o Users expressed deep frustration with proctoring software,
viewing it as invasive, buggy, discriminatory, and antithetical
to their learning styles.

o Attitudes and motivations are in line with findings from
prior work about stress during online proctored exams, as
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well as research about general computer vision and machine
learning biases.

4.3 RQ3: Community engagement in learning
about new methods for evasion / cheating

Finally, we turn to the question of community formation and engage-
ment: that is, what makes this an intentional (yet perhaps fledgling)
community? We find substantial interactivity in comment sections,
as well as the repetitive presence of a few content creators, and
content creators referencing each other in their work. We delve
into this community formation through analysis of comments on
diverse and popular videos (Section 3), exploring how people work
together to learn more about anti-proctoring techniques, as well as
how they engage with each other. We find substantial community
engagement in the comments of popular videos, with commenters
expressing appreciation, telling personal stories to explain how
this technique helped them, and working together to ask and re-
solve questions from other commenters about how to evade exam
proctoring software.

We observe, in general, that commenters were highly engaged,
and that most comments were, to our interpretation, on-topic. Many
commenters offered personal anecdotes about their own use of
proctoring software, (“Omg I have to use honorlock for my exams”,
C1463), or otherwise briefly reacted to the content (“WHAT LMAO”,
C2729). Comment sections also contained significant conversation
and debate, sometimes but not always involving the content creator
themselves. Some conversations were centered around technical
help, and others used the videos as a provocation for a debate, e.g.,
about structural issues in the US education system, or the ethics of
cheating.

Through the rest of this subsection, we explore how these
comments—{rom personal anecdotes, to brief expressions of sym-
pathy, to extensive debate—help us understand community views
towards remote exam proctoring (presenting each as the commu-
nity’s views rather than our own).

4.3.1 Building community through appreciation; planning future
use. Commenters expressed appreciation for the videos, with many
expressing simple thankfulness (“thanks bro” (C464)) or relating to
the poster’s and other commenters’ frustration with remote proc-
toring (“proctoru is the worst w/ the actual person talking to you &
(C1690)). Many posted anecdotes about their own experiences, e.g.,
“LMFAOOOQOO I HAD TO DROP A CLASS IN COMMUNITY COLLEGE
BC MY COMPUTER WOULDNT RUN IT AND I ALMOST DIDNT
GRADUATE” (C1408).

Commenters also described how they would like to or plan to
use the particular method of cheating. C1422 wished they had had
access to this method in the past—“I needed this in 2020 &”—while
C788 responded to a comment thread asking for clarification, wish-
ing for a quick resolution: “Please need it for tomorrow.... & C2470
asked for the creator to tag them once they created a follow-up
video: “TAG ME PLZ.

These comments show the interest present in the online commu-
nity in evading online proctoring software. They also help maintain
and build the online community by increasing engagement on the
post (which may increase the chance that the post is shown to
others by the newsfeed algorithm) and providing the creator with



CCS 24, October 14-18, 2024, Salt Lake City, UT, USA

positive feedback. C1920, for example, states, “you’re a real one,
thanks for sharing queen!!! &7

4.3.2 Engaging with the cheating method; asking for and receiving
technical help. Many commenters asked for clarifications about
how to use the method, posted their specific hardware or software
set-up, or requested the definition of a certain term. These ques-
tions and comments show a community actively engaged in evading
exam proctoring software, as well as a group of test-takers who
are not already experts. Because of the community engagement in
the comments, videos do not have to be entirely self-contained (ad-
vantageous because of TikTok’s short video length), as sometimes
commenters fill in missing details. We observe that this engage-
ment shows that viewers are learning new skills from these videos,
and that this community is a place where people expect to receive
technical help. TikTok creators also directly engaged with their
audience. In TT59, a video about removing proctoring software
from one’s computer, the creator encouraged commenters to record
their issues so that they can help diagnose them for the commenter.
The creator responded to commenters’ concerns and posted follow-
up content to add additional clarification on how to remove exam
proctoring software. Community-building through technical help
can expose users to techniques to diagnose problems they had not
considered or learned beforehand.

Asking for Clarification. Many commenters asked for details
and clarifications on how the proctoring and anti-proctoring meth-
ods work—for example, C3788 asked, “i need help hiding a vm, i’ve
tried everything” and C1918: “how do i confirm that nothing has
access to my camera? it doesn’t show up in privacy settings.” Some-
times, these comments portrayed an inaccurate mental model. On
a video about Proctorio, C3818 asked, “does it monitor the operating
system or google tabs?” and C3821 wondered, “if you dont give it
rights, how can it monitor anything besides the browser? it cant.”

Several commenters asked generally about the legality and ethics
of the proctoring evasion techniques, e.g. C316: “Witf is this legal?”
and C1528, in response to a video about the legality of proctor
software: “if you’re in highschool how does it work and when they
make you be on video while taking tests online.”

In our dataset, commenters asking questions like these often did
not receive a commented response from the creator but sometimes
received answers from other commenters. For example, C3800 asked
“hi what’s discord?” and received an answer of “kinda like skype,
you use it for team chat” (C3801). These comments and responses
show engagement (or the expectation of engagement) and illustrate
how the community works together to answer technical questions.

Compatibility with software or hardware; requests for follow-
ups. Some commenters requested for specific operating systems
or hardware to be featured in a follow-up video. C1962 wrote “Make

videos using specific test-taking suites/platforms, like C203 “Can
you make a video for blackboard?” and C518, “Do one for moodle.”
These comments may indicate that the answers to these questions
were not accessible by other means.

Helping or warning others. Some comments expressed dis-
may with the showcased techniques. These comments varied from
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complaints about the level of difficulty of the cheating techniques
to remarks about them not working at all. Regarding a video that
suggested the answers to a test could be found in the source code
of the webpage, C420 clarified that “doesn’t work like in the video,
but you can check sections of the code to see which answer brings up
the answer dialogue.”

Commenters also gave advice, both solicited and unsolicited.
Some comments recommended modifications to the technique pre-
sented in the post, e.g., C2035, who suggested, “Use a virtual ma-
chine, none of your files/hardware is accessible unless you give the
vm permission. Just drag and drop files in. You’ll need to put 4-6 gigs
of ram and 2 cores to make it work though”

Other commenters recommended a different method of cheating.
For example, commenters on a video about being unable to cheat on
Discord while being monitored by Proctorio (TT77) recommended
analog cheating methods such as “put paper infront of the screen”
(C3732), “you’ll be fine just put chapstick on glasses” (C3735).

Summary of RQ3. How do communities of posters and com-
menters engage and work with each other to learn and share tech-
niques and opinions about exam proctoring software?

e Commenters built community with each other and with the
content creator through comment engagement.

e Many comments were simply appreciative, or a related per-
sonal anecdote.

e Commenters also asked and answered technical questions,
asked for future content, and reported when the method did
not work for them.

5 Discussion and Conclusions

We have presented an exploration of the online community devoted
to evading remote exam proctoring, through an analysis of con-
tent on TikTok and YouTube. We answered the following research
questions:

(RQ1) What tools, tactics, and techniques does the community
publicly share to evade online proctoring software? We
found that there are a wide variety of techniques shared
on social media for evading remote exam proctoring. Tech-
niques vary from non-technical (e.g., rubbing chapstick over
one’s webcam) to extremely technical (e.g., the use of cus-
tom VMs). All techniques leverage the test-taker’s control
of their own computer and environment. We examine these
techniques as surveillance evasion that is categorically dif-
ferent from most existing anti-censorship and -surveillance
work, which assumes the computer itself is uncompromised.
As we move further into the era of mixed-use devices and
work-from-home, where employers (or university adminis-
trators) may enforce some kind of surveillance—however
legitimately purposed—we remark that evasion techniques
may proliferate.

(RQ2) Why do people in these communities seek to evade
online proctoring software? We found that the commu-
nity devoted to evading remote proctoring software is over-
whelmingly negative towards it, for many reasons: Some
were annoyed that the software actually prevented them
from cheating, while others felt that the exam proctoring



“Modern problems require modern solutions”: Community-Developed Techniques
for Online Exam Proctoring Evasion

technology both failed to function as designed and perpet-
uated bias and inequality based on race and/or neurodiver-
gence. Others objected on pedagogical grounds, opining that
designing exams for this technology is ineffective and unnec-
essary. A few were somewhat positive due to the convenience
of taking exams at home and through obsequiousness to the
rules of the classroom as outlined by the instructor. Impor-
tantly, our dataset does not allow us to generalize outside
the community we studied, i.e., people who publicly share
and discuss techniques to evade remote proctoring software.
(RQ3) How do communities of posters and commenters en-
gage and work with each other to learn and share tech-
niques and opinions about exam proctoring software?
We observed a community formed around sharing of eva-
sion methods as expressed in comments. Many expressed
appreciation, with commenters on videos noting how helpful
the techniques were. Some commiserated, sharing similar
stories to that of the poster. Often, the community provided
technical support, clarified the evasion methods, or warned
that it had not worked for them and was thus untrustworthy.

We now discuss the implications of our findings:

A new category of security and privacy advice and technical
learning, rife with humor. The YouTube and TikTok videos
in our dataset have hundreds of thousands of views. While it is
unclear how many viewers completed all the described steps to
evade exam proctoring, the significant effort required may lead to
unforeseen learning. That is, the act of avoiding monitoring may
(1) introduce new technical skills that could be applicable elsewhere
and (2) support the development of mental models of security and
privacy, including the security mindset. Through the effort to cheat
and evade exam proctoring, students may perversely gain technical
skills. For example, through exposure to this content, viewers may
better appreciate the power of webcams and their surveillance
capabilities and, going forward, may adopt more privacy-preserving
techniques such as using a webcam cover or disabling the webcam
entirely. Additionally, practicing technical approaches for bypassing
exam proctoring could grow an interest in technical skills: there
is evidence that many people in technical fields had significant
“informal” education [27, 28].

Connections to hacking and tinkering culture.  Another way
to view the community built around proctoring evasion is through
the lens of hacking and tinkering culture. Identifying exploits in
software and code bears similarities to identifying exploits in the
monitoring frameworks of exam proctoring, through the security
mindset. Of course, just as in hacking culture, there are those who
do so to close such security and privacy gaps, those who do so for
philosophical reasons, and those that do so to simply exploit them,
for fun and for profit. While most methods in our dataset target
academic dishonesty rather than reducing false accusations, there
were substantial philosophical displeasure and concerns about false
flags. Similar to how hacking culture was once on the fringe, the
inclusion of these groups into mainstream cybersecurity provides
a pathway to improving the communication and reasonableness of
remote exam proctoring technology.
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Sharing cheating methods as coping.  The rise in the use of on-
line proctoring tools directly corresponded with the COVID-19 pan-
demic, which caused significant academic and personal upheaval.
We would be remiss not to consider the posts and comments in that
context. While many videos were extremely serious in purveying
mechanisms to cheat, many others integrated humor and satire,
making light of the difficult situation that had befallen many stu-
dents; they were isolated from many of their peers, taking an exam,
potentially at home rather than at their university. We posit that a
desire to engage in such community activity of sharing cheating
methods and ideas may have been part of the larger coping mech-
anisms of handling the pandemic and creating a sense of shared
understanding of the challenges therein.

Exerting control of personal spaces and property. At the
heart of remote exam proctoring is surveillance of a test-taker’s
personal space. Many of the cheating methods in our analysis can
be seen as test-takers exerting control over their private spaces
(physical and digital)—i.e., an anti-surveillance mechanism. Many
of the evasion strategies that were low- or no-tech leveraged the
test-taker’s control over their own environment and ability to hide
physical objects or people. These showcase a key aspect of the
security mindset, that failure of security mechanisms is defined
through goals (e.g., access to information) without being restricted
to certain practices (e.g., if a post-it will do, a post-it will do).

The perception that remote proctoring is invasive was not re-
stricted to physical spaces. While room scans are an obvious form
of invasive monitoring, the installation of software onto personal
computers can be perceived as digitally invasive. As remote proc-
toring software is currently built—as a third party software—there
is inevitable friction between (1) the examiner’s desire to perfectly
control private spaces (physical and digital) during an exam to pre-
vent academic dishonesty and (2) the test-takers’ desire to control
their private spaces.

Bias, fairness, and accessibility. Many posters felt that remote
exam proctoring perpetuates racial biases and hinders accessibility,
particularly for neurodivergent students. Posters relayed personal
stories of the technology not properly tracking them, and of test-
takers accused of cheating due to bodily movements or skin color.
In some of these cases, the poster argues that this deep unfairness
is justification for subverting the system, and why sharing cheating
methods is appropriate.

Imposing extra barriers and subjecting individuals to humiliating
and false accusations of cheating are a destructive consequence of
exam proctoring technology. This is especially worrisome given
that many remote proctoring systems rely on unexplainable and
imperfect Al A wealth of machine learning research indicates
that machine learning often replicates societal inequity [11, 49],
suggesting that issues of bias, fairness, and accessibility need to be
much more deeply considered when building and deploying remote
proctoring systems [20].

Role of exam proctoring after the return to the classroom.
Given the concerns about discrimination, bias, accessibility, and
technical security and privacy, it is important to consider how
remote exam proctoring technology continues to affect students
after the return to the classroom, especially considering that not all
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classes are in-person and online education remains a widely pop-
ular option. Remote exams will certainly continue to have a role
in education, and we call upon technologists and policymakers to
build better software that protects students from harm. For example,
we can imagine an OS-supported privacy-preserving “proctoring
mode” that shares only coarse-grained details, or policy require-
ments about equitable and diverse testing sets and outcomes for
Al-based proctoring software. We argue that possible, alternative
forms of examination, even for remote classes, should be consid-
ered that would better engender learning, trust, and justice. Prior
work suggests some levels of observation are felt necessary and
acceptable by test-takers [8] and examiners [7]. We argue that it is
incumbent on academic institutions to better articulate how remote
proctoring can be used in a manner that reflects this balance of
interests.
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